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/etc/httpd/conf/httpd.conf
/etc/httpd/conf.modules.d/00-ssl.conf
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# vi /Jetc/httpd/conf/httpd.conf
# vi /Jetc/httpd/conf.modules.d/00-ssl.conf

BEAGAH NA=AT, WARATER # 19T # MER.

LoadModule ssl_module modules/mod_ssl.so
Include conf.modules.d/*.conf

IncludeOptional conf.d/*.conf

RN apache %235 & N %% mod_ssl.so AERIES, 75 ZBRATIELL yum J7 20223,

‘# yum install -y mod_ssl

2% 58 J5 fetc/httpd/conf.d HF T2 HIL—A ssl.conf X (/fetc/httpd/conf/httpd.conf 44
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2. ssl.conf AR E

‘ #vi /Jetc/httpd/conf.d/ssl.conf
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FERETJUT:

SSLEngine on

SSLProtocol -all +TLSv1.3 +TLSv1.2
SSLCipherSuite EECDH+AESGCM:EDH+AESGCM
SSLHonorCipherOrder on

SSLCertificateFile /etc/httpd/conf.d/server.crt
SSLCertificateKeyFile /etc/httpd/conf.d/server.key
SSLCertificateChainFile /etc/httpd/conf.d /CA.crt

WERHIALEN Jetc/nttpd/conf.d, WA DURAEHADALE, B E#R1E.
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i A4 services httpd configtest {3 apachectl configtest ik — [ C & & BAF LA =, ¥
HEE1R ok

# apachectl configtest

[root@localhost conf.d]¥ apachect]l configtest
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# service httpd force-reload
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| # vi /etc/httpd/conf.d/http-vhost.conf

<VirtualHost *:80>
ServerAdmin admin@domain.com
DocumentRoot "/var/www/htm!"
ServerName  www.domain.com

RewriteEngine on
RewriteCond  %{HTTPS} !=on
RewriteRule  ~(.*) https://%{SERVER_NAME}S1 [L,R]

Directorylndex index.htm




ErrorLog "/var/log/httpd/error_log"

CustomLog "/var/log/httpd/access_log" combined

<Directory "/var/www/html|">
Options -Indexes +FollowSymlinks
AllowOverride All
Require all granted

</Directory>

</VirtualHost>
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N# I 2% Apache windows it A H 7 openssl B 22354,
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LT apache J5, 17T apache %% H%, Ll C:\xampp\apache 4%, $T7F H 3 F 1 bin
H3, il 25 H opensslexe, WIHRA, Ui apache ;2 & openssl fY, TG H%E
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TAERISERMRTT S, FTbL—E BAE %% apache B HIA L 2L W5 T openssl,

BAIE BRI E . C\xampp\Apache\conf\cert\, RETTLIRAEE B X HZX T,

2. FFB Apache B SSL ThiE:

FTJF httpd.conf, 7E C:\xampp\apache\conf\H % F .
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#LoadModule ssl_module modules/mod_ssl.so
#Include conf/extra/httpd-ssl.conf

FTHF C:\xampp\Apache\conf\extra\httpd-ssl.conf {4, 1E4 httpd-ssl.conf 1, fRAFIEH
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Listen 443
SSLStrictSNIVHostCheck off
SSLCipherSuite EECDH+AESGCM:EDH+AESGCM
SSLProtocol -all +TLSv1.3 +TLSv1.2
<VirtualHost *:443>
#31X LR A T B AR P sl AR %
DocumentRoot "C:\xampp\Apache\htdocs"

#X B domain.com Z R 15,44

ServerName www.domian.com

#X B domain.com & LR 15,44

ServerAlias domain.com

#3IX LK) AR T B AR P sl AR ¢
<Directory "C:\xampp\Apache\htdocs">
Options FollowSymLinks ExecCGl
AllowOverride All
Order allow,deny
Allow from all
Require all granted
</Directory>
SSLEngine on
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SSLCertificateFile "C:/xampp/Apache/conf/cert/server.crt"




#UR IR S
SSLCertificateKeyFile "C:/xampp/Apache/conf/cert/server.key"

#IE P CR AR T 49 CA.crt)
SSLCertificateChainFile "C:/xampp/Apache/conf/cert/CA.crt"
</VirtualHost>
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Listen 443

NameVirtualHost *:443

# DR ENL

<VirtualHost *:443>

DocumentRoot "/var/www/htm!"
ServerName www.AAA.com

SSLEngine on

SSLCertificateFile /etc/httpd/ssl/AAAserver.crt
SSLCertificateKeyFile /etc/httpd/ss|/AAAserver.key
SSLCertificateChainFile /etc/httpd/ssl/CA.crt
</VirtualHost>
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<VirtualHost *:443>

DocumentRoot "/var/www/htm!"




ServerName www.BBB.com

SSLEngine on

SSLCertificateFile /etc/httpd/ss|/BBBserver.crt
SSLCertificateKeyFile /etc/httpd/ssl/BBBserver.key
SSLCertificateChainFile /etc/httpd/ssl/CA.crt
</VirtualHost>




