AR S5 EEF R IR EFRPS (Tomcat)

—. XTF Tomcat FI SSL

JEH Tomcat TE NS Web IR 55751817 I A 75 ERCE SSL. 4% Tomcat A Servlet/JSP
RRHBATIE T —> Web RS %% (45140 Apache B¢ Microsoft IIS) J5 iy, Tomcat ZF¥#¥ /ey
TERCE SSL I, W EME T Web RS %% (Apache B Microsoft 11S) AbPESR H P Y SSL
AR, T Web RS TA Y SSL AHOCHITIRE, 75 AR %X Hevih SR 5 408 k4 5 b 1)
Tomcat 2545 . [FIFE, Tomcat H4 1 [m] B SCMa 87, 3% £ SKE7E 38 [m] A 00 W8 2 wiT A 32047
o AERXFIIAEL, Tomcat A1IE 3 Web JIR 55 8% F1 %5 - Jiig 18] R {5 A2 0 22 4 i He gk AT 1)
{HE A B FFA S 5 N8 s %, X 5 EEAE 3 Web IR 55 23 ECE SSL.

. Tomcat SSL SEBLHANH

Tomcat A HiFf SSL S8 77
(1) . Java iZ4TEFHAER JSSE SEEL (H 1.4 BAED
(2) . APRSEIL, BRiMEF] OpenSSL 5] %,
WYIMEC E M B T IEAMA s 7. wREd 452l & Connector,
protocol="HTTP/1.1"l] Tomcat <> H 2% . WLz H APR Bl 4% %% T Tomcat APR J%,
e AR APR SSL SEEI, ST ERHE H Java JSSE SEHI.

NHEE, SR T NERS AR Z A

Java Blocking APR/native
Java Nio Connector Java Nio2 Connector
Connector Connector

NIO NIO2
BIO APR

Httpl1lAprProtocol

Classname HttpllProtocol HttpllNio2Protocol

HttplilNioProtocol

Tomcat Version 3. x onwards 6. x onwards 8. x onwards 5. 5. x onwards

Support Polling NO YES YES YES

Polling Size N/A maxConnections maxConnections maxConnections

Read Request

Blocking Non Blocking Non Blocking Blocking
Headers

Read Request Body Blocking Blocking Blocking Blocking


http://[2001:da8:266:f404:f816:3eff:fef2:f4e8]/2019/ssl/support.html

Write Response

Blocking Blocking Blocking Blocking
Headers and Body
Wait for next

Blocking Non Blocking Non Blocking Non Blocking
Request
SSL Support Java SSL Java SSL Java SSL OpenSSL
SSL Handshake Blocking Non blocking Non blocking Blocking
Max Connections maxConnections maxConnections maxConnections maxConnections

T SSL SCHFHIMC & B HEAE APR 5 JSSE SEFNZ [MAFFE W Z 7, R0k 4 B 8)ik
¥, @B TE Connector ) protocol J& 1 HhTE & — 244k 5E .

5E M T
BE X Java (JSSE) EHz#Y, TICRAEINEL APR £, LA ke —:

<l %€M HTTP/1.1 Connector Uil 8443,)SSE NIO “E%f -->

<Connector protocol="org.apache.coyote.http11.Http11NioProtocol"
port="8443" .../>

<l-- %8 X HTTP/1.1 Connector ¥ilJ 8443, JSSE NIO2 “E% -->

<Connector protocol="org.apache.coyote.http11.Httpl1Nio2Protocol"
port="8443" .../>

<l-- 5% X HTTP/1.1 Connector Il 8443, JSSEBIO =2k -->

<Connector protocol="org.apache.coyote.http11.Http1l1Protocol"
port="8443" .../>

B X APR ZEHEAE (APR FELRT Y, WnSEAH o).
<l %€ X HTTP/1.1 Connector il 8443, APR 4%k -->

<Connector protocol="org.apache.coyote.http1ll.Httpl1AprProtocol"
port="8443" .../>

W RAEAE 2 APR, U] ASEHED OpenssL it & # 1 51 %

<Listener className="org.apache.catalina.core.AprlLifecycleListener"
SSLEngine="someengine" SSLRandomSeed="somedevice" />

ERMEN

| <Listener className="org.apache.catalina.core.AprlLifecycleListener"




SSLEngine="on" SSLRandomSeed="builtin" />

R, ZEAE APR TASFH SSL, 5174 SSLEngine JE 1% B AN off LIAMI{E. ERIME
Non, WIHRFEEHANE, MR R 5 L FR

SSLRandomSeed fCVI48 M. 257~ RS0 75 LT SE VAU, (E2 008 75 2L R &= i et [a] R
£, BRI R g0 0T AAME F FHZE R0,  an“/dev/urandom”, IX#¥ Tomcat ¥4 J5 Bl I EE P,

i J5 J& fE SCATALINA BASE/conf/serverxml 3C ff & Bd B Connector , J
SCATALINA_BASE %7K Tomcat SZfi [ % %% H 5%, [k Wl /usr/local/apache-tomcat-7.0.94 .
<Connector> SSL % 8% 7R B L R AL & 7E serverxml H, [ifi Tomcat —jtt 235 BRI SO
TG E A USSE 1 SSL IEHEAY, T EEMIBRIEREFEN FE AT 9n %R, JSSE FLE 1) — Dot

<l-- Define a SSL Coyote HTTP/1.1 Connector on port 8443 -->

<Connector
protocol="org.apache.coyote.http1l.Http11NioProtocol"
port="8443" maxThreads="200"
scheme="https" secure="true" SSLEnabled="true"
keystoreFile="S{user.home}/keystore.jks" keystorePass="password"
clientAuth="false" ssIProtocol="TLS"/>

APR ANV L SSL W E I AR EIE, JoHZBPIMHET . APR BCE K — Pl

<!-- Define a SSL Coyote HTTP/1.1 Connector on port 8443 -->
<Connector
protocol="org.apache.coyote.http11.Http11AprProtocol"
port="8443" maxThreads="200"
scheme="https" secure="true" SSLEnabled="true"
SSLCertificateFile="${user.home}/server.pem"
SSLCertificateKeyFile="${user.home}/server.key"
SSLVerifyClient="optional" SSLProtocol="TLS"/>

TR IELEfE R AR 2 1 IETAJE 14, BIO, NIO Al N102 352288 FH JSSE, 1M APR 422 2% FH
APR J% .

port JR A Tomeat 411 4 S-IE 316 TCP/IP 511 5. 71 LU JUB EOAERTHR 15 ()
fil, https FBFENERANE L B 443) . WURAEMCACTEN S, WIERIEX redirectPort
J9F SSLERE R 1 (0B EARE M. 1 F0VF Tomeat 14 Serviet ML ZER, 1 3) T 1)
BRI AR U PR P 25 AR 2 7 2 s

SERIX A E T k)G, UAEES) Tomcat, A GEW5i@E T SSL 717 Tomcat =2 ¢ FIAE




Web W FHFEF. fll0: https://localhost:8443/ Ni%FE 3185 1 Tomcat J& 3 T »

=. Linux 8% Tomcat SSL fic &

i e :

BAERS: Centos 7.6 (64 i)

Tomcat fiRA:  7.0.94

JDK figAS: 1.7.0_181

Tomcat %225 #4%: /usr/local/apache-tomcat-7.0.94

BUAE 48 22 AR BT B, 4 22 Wi 7 2 sSL SR, tBEERE P iad https U 1) 34 £,
{H2HT TLSv1.0. TLSV1.1 5 # AN, TR 20l i R4t TLsvi.2 Ph s #F.
TLSv1.2 M\ JDK1.7 update96 LLJSIRRCAA FFAG SRR, IDK1.8 A2 ERIASCHF TLSvL.2 B, Jir
DL TLSVL.2 Pl fR-AR I IDK R A >=1.7.0_96. 105 /N TiE5E 4% .

1. JDK1.7 F& 1. 8 KI5 ¥k:

(1) F#K jdk1.8 fiiAs

T#: http://www.oracle.com/technetwork/java/javase/downloads/index.html

N THHER, 14T
fiftJl (Jusr/java/ A2 H 3%, W DUAREE B AR H AT 220

# tar -zxf jdk-8ul71-linux-x64.tar.gz -C  /usr/java/

(2) B

# update-alternatives --install /usr/bin/java java /usr/java/jdk1.8.0_171/bin/java 1
# update-alternatives --install /usr/bin/javac javac /usr/java/jdk1.8.0_171/bin/javac 1
# update-alternatives --config java

W 2RI 222102 1.7 FROAR, PrUASEEAT e, 204 1.8 A

# update-alternatives --config javac

[FIFEIEFE 1.8 fUA

(3) IHE

# java -version
# javac -version

2. https BCE (f#FF JSSE A SSL &EHE)



https://localhost:8443/

Yw%E Jusr/local/apache-tomcat-7.0.94/conf/server.xml
(PRI tomeat 22 H 3% AT fEJE/usr/local/apache-tomcat-7.0.94/, FHVRIF) ‘22358842 #4)

‘ # vi /usr/local/apache-tomcat-7.0.94/conf/server.xml

SESLEI R I A 7

<l--

<Connector port="8443" protocol="org.apache.coyote.http11.Http11Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />

MRS <1 F1 > BB A2

<Connector port="443" protocol="org.apache.coyote.http11.Http11NioProtocol"

maxThreads="150"

SSLEnabled="true"

scheme="https"

secure="true"

keystoreFile="/usr/local/apache-tomcat-7.0.94/keystore.jks"

keystorePass="password"

clientAuth="false"

sslProtocol="TLSv1.2"

ciphers="TLS_RSA_WITH_AES_128 GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256,
TLS_RSA_WITH_AES_128 CBC_SHA,
TLS_ECDHE_RSA WITH_AES_ 128 CBC_SHA,
TLS_RSA_WITH_AES_128 CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256,
SSL_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA"

/>

SENLEIR A A2

<!-- Define an AJP 1.3 Connector on port 8009 -->
<Connector port="8009" protocol="AJP/1.3" redirectPort="8443" />

BB N

<!-- Define an AJP 1.3 Connector on port 8009 -->
<Connector port="8009" protocol="AJP/1.3" redirectPort="443" />

Ui B«
keystoreFile="/usr/local/apache-tomcat-7.0.94/keystore.jks" J& 15 SCA4 I CE B B ARA B
keystorePass="password" & iiF 515 B 75 2 1) %0



fe B )5, T EEH A5 tomeat RS-
2% 4] Tomcat iR 55:

# /usr/local/apache-tomcat-7.0.94/bin/shutdown.sh

i

|

# kill -9 PID

(PID A tomcat HJiERE ID S R]LH T 4:  ps-ef |grep java |grep -v grep 3K1%)

J& %)) Tomcat fiIR%5:

|

# /usr/local/apache-tomcat-7.0.94/bin/startup.sh

BE Tomcat HEF TLHEIRER:

# tail -f /usr/local/apache-tomcat-7.0.94/logs/cataina.out

Tomcat AR5 1% 5 2 5 ] DUsE S ) W 2515 1) https://www.domain.com 7 2| 1E & &7~ 1 7T
(118

3. https ACE (fFF APR ) SSL ZEH:28)

3.1. Tomcat 7.0.94 Jii & ¥ APR

APR(Apache Portable Runtime) & — > & Al B AE &, & /& Apache HTTP Server 2.x [14% 0. B
F IR e A web FEARER, SR Bl Java A RCRME N —NETERE web RSS2 T &
MAZ & HAE NG B 2545, APR & MEEME RGICARAE L TAD I 10 18] 35, IR FEE 1) 4 i 1

b
He o

APR )23 1%
EEs3

# yum install libapr1.0-dev libssl-dev
# yum install apr-devel openssl-devel

%4 apr:

# wget http://apache.opencas.org//apr/apr-1.5.2.tar.gz
# tar -zxf apr-1.5.2.tar.gz

#cdapr-1.5.2

# ./configure --prefix=/usr/local/apache2/apr

# make && make install

T 2% apr-util:

# wget http://apache.opencas.org//apr/apr-util-1.5.4.tar.gz
# tar -zxf  apr-util-1.5.4.tar.gz
# cd apr-util-1.5.4




# ./configure --prefix=/usr/local/apache2/apr --with-apr=/usr/local/apache2/apr

# make && make install

NE 2 %E OpensSL 1.0.2:
T centos 7 4T yum E R 1.0.1 lRA [1) OpenSSL, Pt ARG EF T.%24% 1.0.2 itk

# cd /usr/local/src

# wget https://www.openssl.org/source/openssl-1.0.2-latest.tar.gz

# tar -xzxf openssl-1.0.2-latest.tar.gz

# cd openssl-1.0.2g

# ./config --prefix=/usr/local/openss| -fPIC

/] EEFEIMAN APIC SH, S5 H7E %% tomeat native ZH1F2x
/] FE: AEREIEIRFIZ1T make depend

# make

# make install

# mv /usr/bin/openss| ~ [/ H B RR A 2 HADAL B A8 10

# In -s /usr/local/openssl/bin/openss| /usr/bin/openss|

/] HARAE B2 1.0.2

# openssl version

‘% %% tomcat-native:
7E Tomcat HIFERFELH, 7E/usr/local/apache-tomcat-7.0.94/bin H3% 4 tomcat-native.tar.gz
fift R PHAT -

# cd /usr/local/apache-tomcat-7.0.94/bin
# tar -zxf tomcat-native.tar.gz
# cd tomcat-native-1.1.24-src/jni/native

B JE AT echo SJAVA_HOME, 15 H! JAVA 22358845, AT A MRS

# echo SJAVA_ HOME

# ./configure --prefix=/usr/local/apache2/apr --with-apr=/usr/local/apache2/apr
--with-java-home=/usr/java/jdk1.8.0_171 --with-ssl=yes

# make && make install

B STOMCAT _HOME/bin/catalina.sh 344, Wi FACHS
CATALINA_OPTS='-Djava.library.path=/usr/local/apache2/apr/lib'

B STOMCAT _HOME/conf/server.xml

‘ # vi /usr/local/apache-tomcat-7.0.94/conf/server.xml

<Connector port="8080"
protocol="org.apache.coyote.http11l.Http11AprProtocol"




</Connector>

HJA tomcat IR 55, &F HE MR MBI, W e EfBCE L 1 APR:

org.apache.coyote.AbstractProtocol start
INFO: Starting ProtocolHandler ["http-apr-8080"]
org.apache.coyote.AbstractProtocol start
INFO: Starting ProtocolHandler ["ajp-apr-8010"]
org.apache.catalina.startup.Catalina start

3.2, 4w serverxml B B https

# vi/usr/local/apache-tomcat-7.0.94/conf/server.xml

SELEN N A A2

<l--

<Connector port="8443" protocol="org.apache.coyote.http11.Httpl1Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true'
clientAuth="false" ssIProtocol="TLS" />

->

BOBTEREART S <1 M1 —> JEBBON IR 7

<Connector port="443" protocol="org.apache.coyote.http11.HttpllaprProtocol"

maxThreads="150"

SSLEnabled="true"

scheme="https"

secure="true"

keystoreFile="/usr/local/apache-tomcat-7.0.94/keystore.jks"

keystorePass="password"

clientAuth="false"

ssIProtocol="TLSv1.2"

ciphers="TLS_RSA_WITH_AES_128 GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
SSL_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA"

/>




SELEI R I A2

<!-- Define an AJP 1.3 Connector on port 8009 -->
<Connector port="8009" protocol="AJP/1.3" redirectPort="8443" />

BEOVITT N

<!-- Define an AJP 1.3 Connector on port 8009 -->
<Connector port="8009" protocol="AJP/1.3" redirectPort="443" />

NI 28 AprLifecycleListener:

<Listener className="org.apache.catalina.core.AprlLifecycleListener" SSLEngine="on"
SSLRandomSeed="builtin" userAprConnector="true" />

Tomcat AR 55 1E % Ja 3l J5 n] L@ I W45 U7 A https://www.domain.com 7 2l IE# &R
() L TH]

4. HTTP H3h#ki# 2] HTTPS

YmiE web.xml 75 LR B ING R ECE, AR 5 R A7 E )5 Tomcat k5.

# vi /usr/local/apache-tomcat-7.0.75/conf/web.xml

<security-constraint>
<web-resource-collection >
<web-resource-name >SSL</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport-guarantee>
</user-data-constraint>
</security-constraint>

5. WIHARI) Tomeat 2B yum 7730210, APR MK AT DA R THI Iy & 22 2%

# yum -y install openssl

# yum -y install apr

# yum -y install apr-util

# yum -y install tomcat-native

PO, Windows &% https BcE




i}‘ﬁ%:

P{ER4::  Windows server 2008 R2 (64 £i7)

Tomcat fRA:  7.0.94

JDK fRA: 1.7.0_181

Tomcat 2225 #4%: D:\Program Files\apache-tomcat-7.0.94\

1. f#Fd JSSE Hj SSL %58

AR EH AECTE TR Tomcat 2228, H LR —MwiE4s (W0 Sublime Text 2 28) T
FHIXA™ serverxml Af (FE D:\Program Files\apache-tomcat-7.0.94\conf H% )

SENLEN N A A2

<l--

<Connector port="8443" protocol="org.apache.coyote.http11.Httpl1Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" ssIProtocol="TLS" />

->

WOHERAT S <l A —> FREEON U W

<Connector port="443" protocol="org.apache.coyote.http11.Http11NioProtocol"

maxThreads="150"

SSLEnabled="true"

scheme="https"

secure="true"

keystoreFile="D:\Program Files\apache-tomcat-7.0.94\keystore.jks"

keystorePass="password"

clientAuth="false"

ssIProtocol="TLSv1.2"

ciphers="TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256,
TLS_RSA_WITH_AES_128 CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA,
TLS_RSA_WITH_AES_128 CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256,
SSL_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA"

/>

SE LB T THI ) A2 :

<l-- Define an AJP 1.3 Connector on port 8009 -->
<Connector port="8009" protocol="AJP/1.3" redirectPort="8443" />




BB N

<!-- Define an AJP 1.3 Connector on port 8009 -->
<Connector port="8009" protocol="AJP/1.3" redirectPort="443" />

B
keystoreFile="D:\Program Files\apache-tomcat-7.0.94\keystore.jks" & UF+5 X4 A E ) EAR AT
=

keystorePass="password" & 1lE 1515 B 75 EE ) 50

BCE R 7 )E, TEEW)H8) tomeat Ik
2% [4] Tomcat IR 55:

l D:\Program Files\apache-tomcat-7.0.94\bin\shutdown.bat

i

| taskkill /F /M PID

(PID 2N tomcat [JEFE ID S LLH A4 :  netstat -ano | findstr 80 3£1%)

JE 3l Tomcat %% :

‘ D:\Program Files\apache-tomcat-7.0.94\bin\startup.bat

T Tomcat HEAR LHIRIER:

‘ tail -f  D:\Program Files\apache-tomcat-7.0.94\logs\cataina.out

Tomcat AR % IE % 5 3 Ja o] DL ) Y28 U5 7] https://www.domain.com & 3| 1F % &7~
1 UL TH]

2. f¥FH APR K SSL E#258:

Windows T APR APR ] SSL & Hz 45 B 75 22 APR J2. OpenSSL J& LA & Tomcat {4 FH 1] JRI
fIEESE (libtenative) 507, 7E https://tomcat.apache.org/download-native.cgi 7] LL F# 7
B, OO BRIEA 32 AR 64 A7), HEHE S LEE DU B dID .



Binaries for Microsoft Windows build with OpenSSL 1.0.2q
o Native 1.2.21 Windows Binaries zip (recommended)

= [PGP], [SHA512
o Native 1.2.21 Windows OCSP-enabled Binaries zip

= [PGP], [SHAS512
Binaries for Microsoft Windows build with OpenSSL 1.1.1a
o Native 1.2.21 Windows Binaries zip (recommended)

= [PGP], [SHA512
o Native 1.2.21 Windows OCSP-enabled Binaries zip

= [PGF], [EHAS12Z

E45 8RS T openssl.exe. tenative-1.dIl, H:H APR F1 libtcnative-1 JL =B AL E
NEUE R B SO E# U1 openssl.exe. tenative-1.dIl IR ET JIDK Z23& H 5% /bin/ | o
A7R451°H D:\Program Files\Java\jdk1.7.0_181\bin .

AT 2 m %5 2% 4 5 STOMCAT _HOME \conf\server.xml

|

A7f]:  D:\Program Files\apache-tomcat-7.0.94\conf\server.xml

s

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

Bech

<Connector port="8080" protocol="org.apache.coyote.http11.Http11AprProtocol"
connectionTimeout="20000"
redirectPort="8443" />

)i Tomcat A]LATEH EHEF:

org.apache.coyote.http11.Http11AprProtocol init
Initializing ProtocolHandler ["http-apr-8080"]

78 APR JE Bl T o

FHAT 222 4 2% 2 5 STOMCAT _HOME\conf\server.xml &7 2| T [ i#) N 25 «

<l--

<Connector port="8443" protocol="org.apache.coyote.http11.Httpl1Protocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />

->

BOHERRTS <l A > MBSO AR

‘ <Connector port="443" protocol="org.apache.coyote.http11.HttpllaprProtocol"




maxThreads="150"

SSLEnabled="true"

scheme="https"

secure="true"

keystoreFile="D:\Program Files\apache-tomcat-7.0.94\keystore.jks"

keystorePass="password"

clientAuth="false"

ssIProtocol="TLSv1.2"

ciphers="TLS_RSA_WITH_AES_128 GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256,
TLS_RSA_WITH_AES_128 CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA,
TLS_RSA_WITH_AES_128 CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256,
SSL_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA"

/>

)5 Tomcat H HEHH AT PUE RIS -

oar.apache.catalina.core.AprLifecyclelistener initializeSSL
OpenSSL successfully initialized
org.apache.coyote.http11.Httpl1AprProtocol init
initializing ProtocolHandler ["http-apr-8080"]

M| https BB &), 7T LA YE255 17 https://www.domain.com.

3. HTTP B 3hBk¥: 2| HTTPS:

G web.xml, FE A AR BAINAT T BC &, 285 ORAF T H 5 Tomceat fiR55

‘ D:\Program Files\apache-tomcat-7.0.94\conf\web.xml

<security-constraint>
<web-resource-collection >
<web-resource-name >SSL</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport-guarantee>

</user-data-constraint>




</security-constraint>

Fi. TOMCAT ECE £+ % SSLiE+

WRARKI M AT 22 AN AL XS RLE] DT H S serverxml W] LLZ25 N TG BACAS I E
By

<Connector port="443" protocol="org.apache.coyote.http11.Http11NioProtocol" defaultSSLHostConfigName="www.AAA.com"

maxThreads="150" SSLEnabled="true" >
<SSLHostConfig hostName="www.AAA.com">

<Certificate certificateKeystoreFile="tomcat.home/AAA jks" certificateKeystorePassword="passwordAAA" type="RSA" />
</SSLHostConfig>
<SSLHostConfig hostName="www.BBB.com">

<Certificate certificateKeystoreFile="tomcat.home/BBB.jks" certificateKeystorePassword="passwordBBB" type="RSA" />

</SSLHostConfig>

</Connector>

SENLH:

<Host name="localhost" appBase="webapps" unpackWARs="true" autoDeploy="true">

EEON:

<Host name="www.AAA.com" appBase="webapps" unpackWARs="false" autoDeploy="true">
<Alias>www.AAA.com</Alias>

<Alias>www.BBB.com</Alias>

TR SR <Alias>.

75 Nginx AfREE Tomcat BZE HTTPS

— % Nginx R [FAREE Tomcat J5H HTTPS SCHFAUEI%E, BILLYE Nginx A1 Tomcat Bl
[FIRACE SSL SCHF. A LLAAE Ngink FEH T HTTPS, & I WA A1 Nginx 2 [A]E Y
HTTPS , 1f] Nginx Al Tomcat Z[AJi#id proxy_pass 7EMJZWIE HTTP EH:.

=N I

| (Nginx 311 80/443, Tomcat ifji 1 8080)




Nginx At & :

upstream tomcat {
server 172.16.0.100:8080 fail_timeout=0;

# HTTPS server

server {
listen 443 ssl;
server_name www.domain.com;

ssl_certificate Jetc/nginx/server.pem;
ssl_certificate_key /etc/nginx/server.key;
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

ssl_ciphers EECDH+AESGCM:EDH+AESGCM;

ssl_protocols TLSv1.2;
ssl_prefer_server_ciphers on;

location / {
proxy_set_header X-Forwarded-For Sproxy_add_x_forwarded_for;
proxy_set_header Host Shttp_host;
proxy set _header X-Forwarded-Proto https;
proxy_redirect off;

proxy_connect_timeout 240;
proxy_send_timeout 240;
proxy_read_timeout 240;

# note, there is not SSL here! plain HTTP is used
proxy_pass http://tomcat;

proxy_set_header X-Forwarded-Proto https; +&F<HEAL & .

Tomcat fit & :

<?xml version="1.0' encoding="utf-8'?>
<Server port="8005" shutdown="SHUTDOWN">
<Service name="Catalina">
<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="443"
proxyPort="443"/>




<Engine name="Catalina" defaultHost="localhost">
<Host name="localhost" appBase="webapps"
unpackWARs="true" autoDeploy="true">
<Valve className="org.apache.catalina.valves.RemotelpValve"
remotelpHeader="x-forwarded-for"
remotelpProxiesHeader="x-forwarded-by"
protocolHeader="x-forwarded-proto"
/>
<Context path="" docBase="webapp" reloadable="false"/>
</Host>
</Engine>
</Service>
</Server>
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